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UBDR - UltraBac Disaster Recovery

UBDR Gold v5.0 and v6.0 are on bootable CDs. UBDR Gold v5.0 uses Windows PE 2.0
technology, and UBDR Gold v6.0 uses Windows PE 3.0 technology as the platforms to perform
UltraBac Image/Disaster Recovery Agent restores. UBDR Gold is designed to retrieve and
restore UltraBac image backups of a partition or an entire disk from a locally attached tape
device, a remote disk path, an FTP site, Tivoli device, or a remote tape device.

UBDR Gold can also be used to perform both image and file-by-file backups.

When the system boots, the UBDR CD automatically detects and loads drivers for most NIC
cards, SCSI cards, and RAID controllers.

Setup and Configuration

NOTE: To use the UBDR Gold CD, the restore target system must be able to boot from
CD. Consult the motherboard manufacturer's documentation for more information.

1. Power up the restore target system and insert the UBDR Gold Restore CD into the CD-
ROM drive.

2. Check "l accept the above license agreement," and click "Next."

3. Select the network card for use during the restore from the drop-down menu.

4. Set the network configuration, either manually or by enabling DHCP.

If restoring from a locally attached device, it is possible to click "OK" without entering any network
configuration information. To prevent UBDR from attempting to retrieve an IP address, click the
"X" in the upper right corner of the "Configuration" window.
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UltraBac LUBDR - Configuration |
File Help

— TCP#P Caonfiguration

Adapter thernet Adapte
IP Address | W Enable DHCP
Subnet Mazk I [™ Force 100 Full-Duplex
Default Gateway I
DMS Server I
WIS Serer I &dvanced Driver Options |
— User [dentification - [Mecezzam if restoring from UMC pathz]
Lser I Specify computers you need access to
for backups

Fazzword I —
Diomain I j
— Specify the keyboard layout pou would ike UBDR to use
|English [United States] |

Fig. 1 - Network Configuration.

Adapter — Allows the selection of the NIC to be used by UBDR from a drop-down menu, if
multiple NIC cards are installed in the UBDR Gold host system.

e Enable DHCP -Allows UBDR to use a DHCP server to specify the network settings.
When disabled, the network fields (i.e. IP Address, Subnet Mask, etc.) are used to
configure the network settings.

e Force 100 Full-Duplex — Instructs UBDR to force the NIC to use 100 Full-Duplex.

Network options used when DHCP is unselected:

e |P Address — Specify the subnet mask of the IP address used.

o Default Gateway — Specify the IP address for the default gateway to be used by UBDR.
This field can be left blank if UBDR does not need to connect to the internet.

e DNS Server — Specify the IP address of the DNS server used by the system or device
hosting the image backup. This field can be left blank if IP addresses are to be used for
device configuration.

o WINS Server — Specify the IP address of the WINS server used by the system or device
hosting the image backup. This field can be left blank if IP addresses are to be used for
device configuration.

International Keyboard Support

UBDR has keyboard support for 162 languages. To select support for a specific language,
choose that language from the drop-down menu. That keyboard layout will begin functioning as
soon as the language is selected.
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User Identification

e Account — Specify an account that has full read/write access on the system (or share)
hosting the image backup.

e Password — Specify the password for the account above.

e Domain — Specify the domain of the account above. If in a workgroup, specify the name
or IP address of the system hosting the image backup.

e Specify machine(s) — This field is used to specify all machines with which UBDR will need
to establish a connection. It is usually only necessary to specify the machine name or IP
address of the system hosting the image backup.

Advanced Driver Options

UBDR - Advanced Driver Options

[f you need to specify a custom option [for example when you need to zet
speed/duplex when auto-negatiation iz undesirable), B efer ta the IMF file ar
documentation since the option hamedvalue iz dependent an the MIC being used.

— Parameter
M arne: I

Tvpe: | DWORD (Decimal) |

Walle: I

Show Onginal Entries | Cancel | ] I

Fig. 2 - Advanced Driver Options.

This allows users to specify custom parameters for the selected NIC by creating registry entries
that control the behavior of the NIC. For more information on the values that can be entered into
the "Advanced Driver Options," please consult the NIC manufacturer's documentation.
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Show Original Entries

UBDR - List Existing Options for Network Driver x|

— Enumerated Entries

BUS_TO_SCAM:ALL -
BUSTIMER:O

LEDO:10000

LED:10000

LEDZ10000

LED:2:10000

PriarityE021 p:0

TcpipOffload:0

Charactenstics: 0x00000034

BusType:h |-
Componentld:poivwen_1022%dey_2000

ExTPHY:0

FOLPR:0

MPHODE:D

TP

ImfPath: netarnd2. inf LI

Fig. 3 - Existing options for network drivers.

This shows the registry entries as they currently exist for the selected NIC.

Device Selection

Once the network settings are entered, the storage device can be created/selected. UBDR Gold
has the ability to use any type of backup device used by UltraBac. This includes FTP, Tivoli,
media libraries, and remote devices. If the backup was written to CD or DVD by any third-party
software (i.e. Nero, etc.), specify the CD/DVD drive letter as a BackupPath device.

After clicking "OK" in the "Network Configuration" screen, the device selection/creation process
will automatically begin.

Restore - Select Device X

Select the device you would like to restore from in the list below.
Device | Description | Path
CD{DVDD NECYMWar VMware IDE CDROD ATA De... WHide#cdromnecvmw
Other... Select this to add a device not in the list
4 I »
| < Back Next > Cancel

Fig. 4 - UBDR device prompt.
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To select a device other than any automatically enumerated tape or CD/DVD devices, select
"Other" and click "Next."

Restore - Select Device Type X

w Select the type of device you would like to restore from in the list below.

Device Types
BackupPath
FTP

Image
Partition
Remote

Tivoli

| < Back || Next > Cancel

Fig. 5 - Device selection options.
Tape Devices

In the UltraBac Storage Device Manager, tape devices will automatically be listed. UltraBac will
automatically assign names to these devices, starting with TapeO.

Storage Devices

Tape CD/DWD EBackupPath  Tiveli  FTP Image Parition FRemate

& Tape Device can be any locally attached tape device, including libranies. The
zelected storage device iz highlighted.

o ¥ o S Find
MHame | Description | Path
Tapeld HF  Ultrium Taped

Cloze

Fig. 6 - Tape devices in UBDR.



UBDR Gold v5.0 and v6.0

CD/DVD Device

If a CD/DVD writable drive is installed in the backup host, it will automatically appear in the
CD/DVD tab.

Tape CD/DVD | BackupPath  Tivali  FTP  Image Partition  Femote

g A CO/DYD Device can be any locally attached CO o DWD writer. The selected
@ storage device iz highlighted,

) ¥ (%) S

Hame | Description | Path
COWDO  _WEC DWD+-Rw MD-36504 Whidetfodrom_nec dwd+-ma_nd-..
CO/OWDT  KJ4845P OMUDZ2R) SCSI CdRom Devi..  \\PMscsifodromiven kjid845pkpr.

Cloze

Fig. 7 - CD/DVD devices in UBDR.
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BackupPath Device

BackupPath devices are user-created output targets that point to a folder on the backup host, or
on a network path. To specify a BackupPath device:

1. Select the BackupPath tab.
2. Click the "Add Device" button.

storage Devices

Tape CD/DWD  BackupPath | Tivol  FTP Image  Partiion Femote

. A Backup Path device can be any local or remote drive path where the user has
LT permizzion to write filez. The selected storage device iz highlighted.

G  AddDeviee (L} o A7 Find

| Description
UltraBac Dizk Storage Device

M ame
WhatorezenszEh e

BackupPathi

[ Cloze

Fig. 8 - Tape devices in UBDR.

3. Enter a unique name in the "Device Name" field.

4. Enter alocal or UNC path, to be used as an output target, in the "Directory for Device"
field.

5. Click "OK" to save.

It is not necessary to enter the maximum folder size in the “Limit size per media” field, or to enter
a size in the “Limit size per file” field. It is recommended to leave both these items at the default

value.
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FTP Device

To add an FTP device:

1. Selectthe FTP tab.
2. Click the "Add Device" button.

LilraBac FTF Storage Device Properties

Lizted below are the properties of UlraBac FTP Storage Device. UltraBac will store backup
autput files on the server and the path chosen by the uzer.

~ Server Infarmatian

Description: |ft|:| off-gite server

Server |192.naa.1.115 -

Path: | backupz\images

Type: [SFTP - Encreption: | AES -

UseDefeut Portfr] [ | Mode:  PASSIVE
MedaLimtMB[] [ | File Limit MB

~ Login Information

EEREI R |

|Jzer | adrmirigtrator | Paszward:
Fe-Enter:

KERKAERRRNERRERNRRR |

~Auto Deletion of Old Backups

Delete Backups Older than ¥ Days [ I:I

] 4 | Cancel | | Delete Lock File | | Test |

Fig. 9 - FTP device options.

3. Type a device description into the "Description” field.

4. Type an FTP server name or IP address in the "Server" field.

5. Type a folder path to be used to store backup data in the "Path" field. This must be the
full path to where the backup files will be stored.

6. Type the user name for the FTP server in the "User" field.

7. Type the password for the user name in the "Password" field.

8. Re-type the password for the user name in the "Re-Enter” field.

9. Click "OK" to save.

It is not necessary to enter the maximum folder size in the “Limit size per media” field, or to enter
a size in the “Limit size per file” field. It is recommended to leave both these items at the default
value.
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Tivoli Storage Manager Device

NOTE: To use the Tivoli device, the backup host must be running the Tivoli client software,
which can be downloaded here:

http://www.tivoli.com/support/storage _magqr/clients.html#xp

To define a Tivoli device:

Select the Tivoli tab.

Click the "Add Device" button.

Enter a unique device name in the “Device Name” field.

Enter the name or IP address of the Tivoli server in the “Server” field.

PwnNPE

LiraBac Tivali Storage Manager Device Properti

Specify properties of an UlraBac Tivoli Storage Manager device. UlraB ac will store backup
output files on logical storage hosted by the given Tivali server.

~ Device Infarmation

Device Mame: |Tiw:u|i Image Hiost
Server | TEMvEr? |
F'EISSWI:Ifd EET TR |

File: Lirnit ME:
Puart: 1500

Falder: | images

~ Configuration D ata

|E:"\F'ru:|gram Filez W lkrab ac Sthware'\LlltraBac'\dsm.Dpt| | Browse | E dit

dze DSKI_COMNFIG environment wariable, if available.

~&dvanced Properties

Hode: |L|ItraE ac |

Filezpace: | WU ltraB ac |

[ Uzing "Passwordfhcoess Generate' in apt file.

~ Activedlnactive Files

[] Usge Inactive files for Festares

| rlock | | Test | | Cancel | | Ok, |

Fig. 10 - Tivoli device options.

5. Enter the password defined on the selected Tivoli server for the Node name in the
"Password" field.
6. Enter the folder (high-level name) to use for backup in the "Folder" field.


http://www.tivoli.com/support/storage_mgr/clients.html#xp
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7. Enter the output file size in the "File Limit MB" field.
8. Click "OK" to save.

Advanced Properties

e Configuration Data — This is the TSM Client config file, and defines things like the
communication protocol and port number to use when communicating with the server.

e Use DSMI_CONFIG environment variable, if available — Selects whether the
DSMI_CONFIG environment variable, if set, overrides the above path.

¢ Node — The node name that UltraBac passes to the Tivoli server.

o Filespace — Part of an object's full name and stems from ADSM being designed to back
up servers.

e Use Inactive files for Restores — Enables the use of inactive backup files for restore.

e Select Inactive Version — Selects the inactive version to use for restore.

Click "Test" to ensure the device is working properly.

Image and Partition Devices

If UBDR Gold is being used to perform a static mirror image backup, the creation of either an
Image or Partition device is required. It is necessary to have devices that are of the same size (or
larger) than the original disk/partition. These backups can only be performed to a local disk.

e Image device — If a hard disk is present with all partitions deleted, it will be available for
addition as an Image device.

e Partition device — If a partition is created on a hard disk, with no assigned drive letter, it
will be available for addition as a Partition device.

Remote Device

The Remote device option allows UltraBac to use a storage device attached to or created on a
system other than the UltraBac backup host.

NOTE: The UltraBac Device Drivers must be installed on the system hosting the tape drive.
Tape devices are automatically enumerated when UltraBac is installed on the tape host, and
these devices are numbered in sequential order starting with the lowest SCSI ID. UltraBac will
automatically assign names to these devices, starting with TapeO.

Select the Remote tab.

Click the "Add Device" button.

Enter the Windows name or IP address of the tape host in the "Device Host" field.
Enter the UltraBac assigned device name in the "Remote Device" field.

Click "OK" to save.

agrONE

10
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Storage Devices

Tape CD/AWD BackupPath  Tiveli  FTP Image  Partition | Remote

S & Remate Device can be any Backup Device created in a remate UltraB ac
““-1-'% ingtallation. The selected storage device is highlighted.

)  AddDevice ¥ % b7 Find

Mame | Description | Path

Rematel taped tapehost

[ Cloze

Fig. 11 - Remote devices in UBDR.

After entering in the name of the device host, it is possible to click "Browse" to select the device
from a list of devices available on that host.

Autoloader Support

-- Cwive
Drivel 'SEIREECE (Taped From Slokz3)

= MailBo:
EF MailBox1

=" slat
] Slotl ‘FS1EES1S
] Slotz ‘7S1EES LA
] Slots ‘7S1EES1E
&) Slot4 ‘7S1EESLC
&) Slots ‘7S1EES LD
] Slote ‘7S1EES1E'
] Slot7 ‘7S1EES1F
] Slots ‘751EE92D"
] Slots ‘SE9EGERR
[E] Slot10 ‘SESGEERE
[E] Slot1l ‘SEGEEEC
[E] Slotlz ‘SESGEERDY
[E] Slot13 ‘SESGEERE"
[E] Slot14 ‘SESGEEEF
] Slot1s ‘SEEEECD

Fig. 12 - Media library controls.

11
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Using UBDR Gold, both local and remote media libraries can be accessed during a restore.
To access a local autoloader:
e Select a tape device residing in the media library when making the device selection
during the UBDR Gold restore process.

e Click "Select"/"Storage Devices" from the main UBDR Gold menu, and highlight a tape
device residing in the media library from the Storage Device Manager.

To access a remote autoloader:
1. Select "Other" when making the device selection during the UBDR Gold restore process.

2. Select "Remote" from the Storage Device Manager.
3. Add a remote tape device residing in a media library.

Starting the Restore

Once the storage device is configured, it can be selected and enumerated for restore by UBDR.

Highlight the correct backup storage device, and click "Next".

Restore - Select Device x

Select the device you would like to restore from in the list below.
Device | Description | Path
cCD{DVYDO NECYMWar ¥YMware IDE CDROD ATA De... WMide#fcdromnecymw
Other... Select this to add a device not in the list
4 I »
|  <Back | Next > | Cancel |

Fig. 13 - Selecting the device for restore.

UBDR Gold will automatically begin searching the media for backup sets.

12
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Restore Backup from Media Index

\ Select the backup indes you would like o load from the lizt below.,

Description | Date/Time | Path

Backup of SERYER BA8/2000 21714 P File-by-File Agent

Backup of SERYER 5182000 2:17:04 P File-by-File Agent

Irmage Dizazter Recovemn Agent 262000 23539 PR Irmage Dizazter Recowvern
Image Dizazter Recovern Agent 20 22272 P Image Dizaszter Recoverny
4 I »
~ Optionz

Usze Express Indes

[ Remave Empty Folders

ok | Cancel |

Fig. 14 - Selecting the set for restore.

Select the backup set to restore and click "OK".

Restoring the Image

The Image Restore Method options allow an image backup to be restored to the original server
with either a new disk or the original drive. These options also allow the backup to be restored to
a virtual server (both VMware and Microsoft Virtual Server) or even a new system with dissimilar
hardware.

By default, all disks and partitions in the backup index are selected for restore.

Click "Cancel" on the Image Restore Method screen to return to the main UltraBac window. This
window will allow the selection of individual tools, and allows other advanced operations and
utilities to be accessed.

m Index for Backup: Image(Full)_...

----- . Mame
g Partition-1 (C:) - Active Clusters Only
= Disk D ) =3 Partition-2 (H:) - Active Clusters Only 8,566 MB

=gk 1

Fig. 15 - Loaded backup index in the file viewer.

13
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Index Properties

The Index Properties option shows additional information about the original disk from the system
backed up. To access this information, click the "Set Properties" button from the UltraBac Set
toolbar.

Index Properti

Backup Image

u Backup Details [Qriginal Partition [nformation]

Partition Mu... | StatSe.. | Partition Siz... | Drivele.. | File Spst.. | Disk.. | Disk 1
1 E3 2RE03 C:h MTFS ] Bazic
4 Il 4
Ok [ Cancel |

Fig. 16 - Set properties and original disk information.
The following information is contained in the Index Properties for each partition backed up:

Partition Number
Start Sector
Partition Size
Drive Letter

File System
Volume Label
Disk Number
Disk Type
Sectors/Track
Cylinders

Heads

Sectors per Cluster
Bytes per Sector
Free Clusters
Total Clusters

Image Restore Options

The Image Agent restore options allow the selected partition(s) to be restored to specified target
partitions, marked as active, resized, and other additional operations. These options can be used
in combination to allow a system to be restored to a different hardware platform or even a virtual
platform.

14



UBDR Gold v5.0 and v6.0

~ Select Image Restore Method

#| Restore entire image to physical device

Diskll].-"F‘art'rtinm - 15351 MB M | | Advanced Tools |

[ Restore MER / Dynamic Disk corfiguration data
[C1] Mark this partition "Active"
[C1] Restore to orginal disk / parttion

[C| Resize partition|s)
(] Restoring to differert hardware [includes P2V restore - physical to virtual]

[ Overwrite any existing drivers with new drivers
[ | will choose the driver to install
[Choose this option f you have a specfic SCSI controller driver]

~ Pre-Version 5.0 Decryption
[C] Enable decryption of pre-version 5.0 encrypted backup
Decryption phrase

| <Back | Mext: [ Camcel |

Fig. 17 - Image restore options.

NOTE: When selecting the restore options, some options may be mandatory and some may
be unavailable.

Restore entire image to physical device — This drop-down menu lists all target partitions
available for restore.
Restore MBR / Dynamic Disk configuration data — Forces the restore of the Master Boot
Record or the Dynamic Disk configuration table. If no partitions exist on the restore target
disk, this can be used to quickly configure the disk to match the original partition
configuration.
Mark this partition Active — Used when restoring the OS partition to a user-created
partition; this will signify that the restored partition is the OS partition.
Restore to original disk / partition — Instructs the restore to write the selected image to the
original disk location (i.e. DiskO/Partition1, DiskO/Partition2). This option must be used
when restoring multiple partitions. Enabling this option also enables the following options:
e Restore MBR / Dynamic Disk configuration data.
e When correct disk is indeterminable:
e Overwrite when blank — Overwrite the target disk only if that disk has no
disk signature.
e Overwrite always — Overwrite the target disk, regardless of existing data.
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Resize partition(s) — Used when restoring to a larger partition, this option allows the
restored partition to use the full amount of space in the target partition. This option cannot
be used when restoring multiple partitions.

Restoring to different hardware — Instructs UBDR Gold to update the OS partition after
restore, to allow the image to be restored to a different physical or virtual system.

e Overwrite any existing drivers with new drivers — Forces the use of the selected
drivers by overwriting any existing drivers of the same name on the target
partition.

o | will choose the driver to install — Allows a driver to be used during the restore
process that is not contained on the UBDR Gold CD.

Pre-Version 9.0 Decryption

Enable decryption of pre-version 9.0 encrypted backup — Allows UBDR to restore backup
sets that were encrypted using the Blowfish algorithm.

Decryption phrase — Use this field to enter the Blowfish decryption phrase.

NOTE: When restoring from backup data hosted on a locally attached USB hard drive,
"Overwrite when destination disk is blank" should ALWAY'S be used, or the backup data may
be overwritten.

Advanced Tools

The Advanced Tools allow users to create and delete partitions from any basic disk in the system,
while booted into UBDR. This can be used to create larger partitions on a new disk, to remove
unwanted partitions, or to make other layout changes to the system before restoring data.

Advanced Tools x

~Selection
Select Disk: Disk0 - 15.00 GB ~ | More Information |
Disk Type: Basic | Resize Help |
WipeMBR

Important Note : This option will wipe all the contents of Master Boot Record [MBR)
including partition table and Dynamic Disk configuration data on the selected hard
disk.

Delete Partition
Select Partition: |Paﬂitinn 1-15351 MB - Primary -

Create Partition

Partition Type: |Primar‘5.|r v
Partition size in MB:
Partition Style: |Winduws 2003 } XP or earlier 05 i

Maximum disk space in MB: 7

Minimum partition size in 8

Proceed | Exit |

Fig. 18 - Advanced Tools options.
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e Select Disk — This drop-down menu allows the selection of all disks in the system for
viewing in the "Advanced Tools" screen.
e WipeMBR — This option will delete the Master Boot Record (including all partition
information) on the selected disk.
e Delete Partition — This option allows one partition to be deleted via drop-down menu.
e Create Partition — This allows users to create a partition on the selected disk.
e Partition type - This option allows the creation of one partition, either Primary,
Extended, or Logical.
e Partition size in MB — Specifies the size of the partition to be created.
e Partition Style:
e Windows 2003 / XP or earlier OS — Sets the partition's starting sector at
63.
e Windows 2008 / Vista or later OS — Sets the partition's starting sector at
2048.
o Maximum disk space in MB — Specifies the available space on disk.
e Minimum partition size in MB — Specifies the maximum size available for a
partition.

After manually creating a partition, ensure the partition has been successfully created by
checking the Select Partition drop-down menu on the "Select Image Restore Method" dialog. It

may be necessary to create a partition up to 8MB smaller than the available space in order for the
partition to actually be created.

More Information

More Information X

Select Disk: CET I -
Model: VYiware Virtual

Firmware Rewv: 1.0

Disk Size: 15.00 GB

Disk Type: Basic

SCSI Bus: 0

5C5I1 Logical Unit: ]
SCSI Port: 1

SCS51 Target 1D: ]

0K | Cancel |

Fig. 19 - Additional information on the disk layout.
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The "More Information" option allows the following disk information to be viewed:

Model

Firmware Revision
Disk Size

Disk Type

SCSI Bus Number
SCSI Logical Unit ID
SCSI Port

SCSI Target ID

Clicking "OK" or "Cancel" will close the "More Information” screen.

Restoring the OS to the Original Server

There are several common scenarios for doing an Image restore, each requiring different options
to be set. These include:

e Restoring to the original disk(s).
e Restoring to a new partition/disk/array of the same size.
¢ Restoring to a new partition/disk/array of a larger size.

Many of these options will require the de-selection of partitions prior to restore. To enter the file
selection screen, click the "Cancel” button in the "Restore Options" screen.

Restoring to the Original Disk(s)

When restoring to the original disk(s), the following options should be selected:

¢ Restore entire image to physical device.
e Restore to original disk / partition.

18
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~ Select Image Restore Method

(®) Restore ertire image to physical device

Festore MBR / Dynamic Disk configuration data

Restore to original disk / partition
When comect disk is indeterminable
(@) Owenwrite when destination disk iz blank

(20 Owerwrite ahways

|| Owerwrite amy existing drivers with new drivers
(] | will choose the driver to install
[Choose this option f you have a specific SCS| controller driver]

Advanced Toals

~ Pre-Version 9.0 Decryption
[C| Enable decryption of pre-version 9.0 encrypted backup
Decryption phrase

| < Back |

Mext = Cancel

Fig. 20 - Options used when restoring to the original system.

If all partitions are still on the target disk(s), it is not necessary to restore the MBR.

Restoring the OS to a New Partition/Disk/Array of the Same Size

as Original

When restoring to a new partition/disk/array of the same size as the original disk, select these

options:

Restore entire image to physical device.

Restore MBR / Dynamic Disk configuration data.
Restore to original disk / partition.

Partition selection drop-down box will be grayed out.
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Restoring the OS to a New Partition/Disk/Array Larger than the
Original

When restoring to a larger partition/disk/array, only one partition can be restored per restore
operation. It is necessary to manually create the larger partition(s) if the partitions do not currently
exist on the target disk.

The "Mark this partition Active" option should ONLY be selected when restoring the OS partition:

Restore entire image to physical device.

From the drop-down menu select the restore target partition.

Mark this partition as Active (only when restoring the OS partition).
Resize partitions.

Restoring the Partition

Once the options are set, the image can be restored:

1. Click "Next" to finalize the restore options.
2. Click "Restore" to start the restore process.
3. Reboot the server when the restore is complete.

Restoring the OS to a New Partition/Disk/Array Smaller than the
Original

NOTE: This operation supports the NTFS file system only. Also, Windows 2000/NT4 OS
partitions cannot be restored to smaller partitions.

When restoring to a smaller partition/disk/array, only one partition can be restored per restore
operation. It is necessary to manually create the new partition(s) if the partitions do not currently
exist on the target disk.

NOTE: When restoring to a smaller partition, it is recommended that the target partition be at
least 60% of the original partition size.

The "Mark this partition Active" option should ONLY be selected when restoring the OS partition:

Restore entire image to physical device.

From the drop-down menu select the restore target patrtition.
Mark this partition as active (only when restoring the OS partition).
Resize partitions.

Restoring the Partition

Once the options are set, the image can be restored:
1. Click "Next" to finalize the restore options.

2. Click "Restore" to start the restore process.
3. Reboot the server when the restore is complete.
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NOTE: In rare cases, when restoring to a smaller partition the resize operation can take as
long as an hour. Cancelling the restore operation during this time may make the partition
unreadable. Running a defragmentation operation before backup will greatly reduce the
amount of time needed for the resize operation to complete.

Restoring the OS to an Alternate Physical Server

Before restoring any partitions, the system disk will need to be partitioned. This can be
accomplished by either restoring the Master Boot Record or by creating the partitions manually
with the Advanced Tools.

Restoring the Master Boot Record

To restore the MBR:

Select the OS partition by marking the box directly to the left in blue.
Click "Action"/"Restore this Backup."

Select the target disk from the drop-down menu.

Check "Restore MBR / Dynamic Disk configuration data."

Click "Next."

Click "Restore."

ogkrwnrE

Restoring OS Partition

After partitioning the disk, the OS partition should be restored. When restoring the OS partition,
the following process should be used:

1. Select the OS partition by marking the box directly to the left in blue.
2. Click "Action"/"Restore this Backup."
3. Select the restore target partition from the drop-down menu.
4. Check the following options:
0 Restoring to different hardware.
o If the target partition was manually created, check "Mark this partition Active."
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~ Select Image Restore Method

(@) Restore ertire image to physical device

Diskﬂ..-"F‘art'rtium - 15351 MB i | Advanced Tools

[] Restare MER / Dynamic Disk corfiguration data
[C7] Mark this partition "Active"
[ Restore to original disk ./ partition

[] Resize parttionis)
Restoring to different hardware [includes P2V restore - physical to virtual]
Owverwrite any existing drivers with new drivers
| will choose the driver to install
[Choose this option if you have a specific SCS| controller driver]

|d:"-midwr.sg,'s | | Browse

~ Pre-Version 9.0 Decryption
[] Enable decryption of pre-version 9.0 encrypted backup
Decryption phrase

< Back Mead = Cancel

Fig. 21 - Restoring to dissimilar hardware.

5. Click "Next."
6. Click "Restore."
7. If only the OS partition is being restored, reboot the system.

Restoring Data Partition(s)

When restoring data partitions, all data partitions can be restored in one restore operation only if
the Master Boot Record has been restored. Do not check "Restoring to different hardware" when

restoring a data partition.

1. Select the partitions to be restored by marking the boxes directly to the left in blue.
2. Click "Action"/"Restore this Backup."
3. Check the following options:
e Restore entire image to physical device.
o |f the Master Boot Record was restored, check "Restore to original disk /
partition."
e Overwrite always.
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4. Click "Next."
5. Click "Restore."
6. Reboot the system when the restore is complete.

Restoring the System to a Virtual Server

Before restoring any partitions, the virtual disk will need to be partitioned. This can be
accomplished by either restoring the Master Boot Record or by creating the partitions manually
with the Advanced Tools.

Restoring the Master Boot Record

To restore the MBR:

Select the OS partition by marking the box directly to the left in blue.
Click "Action"/"Restore this Backup."

Check "Restore MBR / Dynamic Disk configuration data."

Click "Next".

Click "Restore."

agrwONE

Restore To Path: Disk@ - HBR Restore only - 28473 HMB
MBR/Dynamic Disk configuration data restore completed successfully for Disk @.

RESTORE SUHMHMARY:

Begin: 47472087 4:50:89 PH

End: L/4/528087 4:50:16 PH

Duration: (@88:80:86) Rate: {16.67 KB/Sec 8.98 HB/HMin G58.59 MB/Hour)
Media Capacity: 558.917 GB

Media Remaining: 17.318 GB

8 Errors and 8 Warnings.

@ Partitions Completed/1 Partition Selected.

1 Disk Completed/1 Disk Selected.

188.14 KB Completed/2138.61 MB Selected.

EHD OF LODG

Fig. 22 - Successful MBR Restore log.

Restoring the OS Partition

After partitioning the disk, the OS partition should be restored. When restoring the OS patrtition,
the following process should be used:

Select the OS partition by marking the box directly to the left in blue.
Click "Action"/"Restore this Backup."
Select the restore target partition from the drop-down menu.
Check the following options:
0 Restoring to different hardware.
o If the target partition was manually created, check "Mark this partition Active."

e
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~ Select Image Restore Method

(@) Restore ertire image to physical device

Diskﬂ..-"F‘art'rtium - 15351 MB i | Advanced Tools

[] Restare MER / Dynamic Disk corfiguration data
[C7] Mark this partition "Active"
[ Restore to original disk ./ partition

[] Resize parttionis)
Restoring to different hardware [includes P2V restore - physical to virtual]
Owverwrite any existing drivers with new drivers
| will choose the driver to install
[Choose this option if you have a specific SCS| controller driver]

|d:"-midwr.sg,'s | | Browse

~ Pre-Version 9.0 Decryption
[] Enable decryption of pre-version 9.0 encrypted backup
Decryption phrase

< Back Mead = Cancel

Fig. 23 - Restoring to a virtual server.

5. Click "Next".
6. Click "Restore."

If only the OS patrtition is being restored, reboot the system.

Restoring Data Partition(s)

When restoring data partitions, all data partitions can be restored in one restore operation only if
the Master Boot Record has been restored. Do not check Restoring to different hardware when
restoring a data partition.

1. Select the partitions to be restored from the loaded backup index by marking the boxes
directly to the left in blue.

Click "Action"/"Restore this Backup."

Select the restore target partition from the drop-down menu.

Check "Restore entire image to physical device."

If the Master Boot Record was restored, check "Restore to original disk / partition."
Check "Overwrite always."

oukhwnN
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7. Click "Next."
8. Click "Restore."

Reboot the system when the restore is complete.

Restoring a CIP Image Using UBDR Gold

If the CIP monitoring ended before completion, it will be necessary to rebuild the index of the
media before restore.

To rebuild the index of the media:

1. Click "Select"/"Storage Devices" and ensure the device used for backup is selected.
2. From the Tools tab, select "Media"/"Rebuild Index from Media."

&)

Backup Restore KManage View Support

Connected to: . @
| ] ?

Media UBDR

Prepare Current Media

Erase Current Media

Dump Media to Files

Wiew Current Media Header
Rebuild Index from Media

Show Current Media Information

Copy Index from Media

Fig. 24 - Rebuilding the CIP index.

To begin the restore process:

From the Restore tab, click "Online."

Select and load the recovered index for restore.

Select the partition for restore.

Click "Operations"/"Restore Selected Files."

Click the "Restore entire image to physical device" radio button, select the restore target
partition from the drop-down menu, and click "CIP Options."

agrONE
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Continuous Image Protection Options

~CIP Hestore Options

"/ Do not restore any CIP data
(*) Restore ALL CIP data

(") Stop restore at local backup-time:

Date: MM/DD ™™
Time: 24 hour
OK Cancel

Fig. 25 - Continuous Image Protection restore options.

Set the CIP restore options, and click "OK."
Click "Next."

Check "Run Unattended," and click "Restore."
After the restore completes, reboot the system.

©o~N®

Advanced Tools

UBDR has several advanced utilities to assist in troubleshooting, and to simplify the addition of
hardware and drivers to the active UBDR booted system.

wiewy Support

Backup

Cammand Prompt

Inject MIC/5tarage Driver

Rescan Disk[s]
Map Metwark Drive

Ping Machine P Address

Fig. 26 - Additional UBDR tools.

e Command Prompt — Opens the standard Windows Command Prompt.
¢ Inject NIC/Storage Driver — Allows a NIC or device driver to be added to the active
system without reboot.
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o Rescan Disk(s) — Re-scans the system disks allowing a newly attached disk to be used
as either storage media or a restore target.

e Map Network Drive — Maps a network path as a drive letter.

e Ping Machine/IP Address — Pings a remote system via Network Name or IP Address.

Command Prompt

MINDOWS' system32' cmd.exe - diskpark

#d Ltr  Label

Far on
Frograms 5 Partition

FORTER Y

Fig. 27 - Windows Command prompt, running DiskPart.exe.

Inject NIC/Storage Driver

Inject Driver

Chooze driver [MF

Mate: Thiz will load HIC / Storage driver dynamically. [Fitis MIC diver, pou will be
ahle to map a network, drive after this operation. |F injecting a storage controller, you
ghould choose 'rescan disks' after the injection iz complete.

Choose Driver IMF file to inject:

[ Irject [ | Cancel |

Fig. 28 - Injecting a driver into UBDR.

If the system being used as a restore target does not have the proper NIC or storage driver
automatically available, this option allows users to specify a driver for that hardware without
needing to reboot the system. To inject a driver:

1. From the Tools menu, select "UBDR"/"Inject NIC/Storage Driver."

2. Type or browse to the location of the driver's INF file.
3. Click "Inject."
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4. Close the UltraBac Management Console.
5. When prompted to reboot, click "No."

When the Network screen opens, the newly injected driver will be loaded and ready for use.

Rescan Disks

After attaching a plug-and-play disk to a system (USB, VMDK, VHD), clicking "Rescan Disks" will
force UBDR to re-scan the system for the newly added disks without the need to reboot.

:ﬂ Disk Rescan in progress...

%

Fig. 29 - Re-scanning the system for newly added disks.

Map Network Drive

UltraBac has the ability to map a network path as a drive letter through the UBDR Management
Console. This mapped drive letter can be used as a storage device, log path, index path, or as a
driver location.

Map Metwork Drive x

~Map Metwork Drive

Enter the UMC path to the ghare you'd like to map to a network. diive. Fleaze enter the
account infarmation ko uze for the connection,

Share Mame: |'x"u:lataserv\c$"~backups"~server? | [ Browse |

Share Mame:

ser |.-'1'-.|:In'|in |

Pazgwiord:

HERENRRR |

D omain: |Lf-‘-.EEIF|.-’-'«TEIFW |

Connect [ Cancel |

Fig. 30 - Mapping a network drive.
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To map a network drive:

From the Tools tab, select "UBDR"/"Map Network Drive."

In the "Share Name" field, type or browse to a UNC path.

From the "Share Name" menu, select the letter to use for the mapped drive.

In the "User" field, type the name of a user that has the necessary permissions to access
the UNC path entered above.

Enter the password for the user account in the "Password" field.

Enter the domain for the user account in the "Domain" field.

Click "Connect" to create the mapped drive.

N

Noo

Ping Machine/IP Address

This function can be used to test connectivity via Windows name or IP address.

Fing x

~ Ping

Machine name or IP address to ping: | 192.168.1.1 Bing

Pinging 192.168.1.7 with 32 bytes of data;

Reply from 192.168.1.7; bytes=32 time=0m=z TTL=128
Reply from 192.168.1.7; bytes=32 time=0ms TTL=128
Feply from 192.168.1.7; bytes=32 time=0ms TTL=128
Reply from 192.168.1.7; bytes=32 time=0m=z TTL=128

| Ext |

Fig. 31 - Pinging a remote system via IP address.
To ping a remote system:
1. From the Tools tab, select "UBDR"/"Ping Machine/IP Address."

2. Enter the machine name or IP address to ping into the box.
3. Click "Ping."
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TROUBLESHOOTING TIPS

Issue: Failed attempting to restore to dissimilar hardware.

Error! 1/13/2006 5:47:56 PM

Failed attempting to restore to dissimilar hardware - unable to find existing registry file at
C:\WINDOWS\system32\config\system, error: 3. See
http://www.ultrabac.com/kb/error.asp?error=2237 for additional information.

Resolution - UBDR is unable to mount the restored volume to updated
critical drivers and registry keys:

1. Wipe the Master Boot Record or delete all existing partitions.

2. Restore the Master Boot Record, or create a target partition manually (using the
Advanced Tools).

3. Restore the OS partition only with "Restoring to different hardware" checked.

Issue: When browsing to a BackupPath device, UBDR does not
show the backup files.

UBDR does not show the backup files in the Browse screen.
Resolution - UBDR file browser does not display UBD files:

1. Browse to the target folder and click "OK."

2. Select "File"/"Load Index For Restore/Verify" to scan the folder for a backup set index.

3. If no sets are found, ensure the correct path is listed in the BackupPath tab, under
"Select"/"Storage Device."

Issue: System fails to boot after restore.

A system boot failure can show itself in several ways:
e Flashing/blinking cursor

e Ntldr failed to load message
e Blue Screen

Resolution - Run chkdsk to find problems with the target disk:

1. Select the Tools tab, and click "UBDR"/"Command Prompt."
2. Change to the drive letter assigned to the OS patrtition.
3. Type "chkdsk /f c:" and press "Enter."
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W I3864system32\.cmd.exe

#2subdr>chkdsk ~f c:
The type of the file system is MTFS.

CHEDEK is verifying files (stage 1 of 3>._.

File verification completed.-

CHEDSK is verifying indexes <(stage 2 of 3)>...

Index verification completed.

CHEDSK is verifying security descriptors <stage 3 of 3>...
Security descriptor verification completed.

18482388 total disk space.
2779332 in 12835 files.
34%6 in 1866 indexes.
a in bad sectors.
62328 in use by the system.
L4464 occupied hy the log file.
7630224 available on disk.

4896 bytes in each allocation unit.
2620595 total allocation units on disk.
1787556 allocation wnits available on disk.

@ s suhde >

Fig. 32 - Running chkdisk from the UBDR command window.

Issue: System fails to boot after restore.

A system boot failure can show itself in several ways:

e Flashing/blinking cursor
o Ntldr failed to load message
e Blue Screen

Resolution - The boot partition may not be marked Active.

To mark the partition as Active while booted into UBDR Gold:

Select the Tools tab, and click "UBDR"/*"Command Prompt."

Type "diskpart" and press "Enter".

At the DiskPart prompt, type "select disk <n>" and press "Enter."

At the next DiskPart prompt, type "select partition <n>" and press "Enter."
Type "active" and press "Enter."

agrLONE

E] Fartition
Volume < Q L > Partition

OIZKPART:=

Fig. 33 - Diskpart from the command window.
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Issue: System fails to boot after restore.

A system boot failure can show itself in several ways:

e Flashing/blinking cursor
e Ntldr failed to load message
e Blue Screen

Resolution - The original system disk had an EISA partition and target disk
does not have the partition. To fix this problem, edit boot.ini and change
the boot partition from 2 to 1:

Select the Tools tab, and click "UBDR"/"Command Prompt."
Type "notepad" and press "Enter."

Click "File"/"Open", and type "c:\boot.ini".

Modify the target partition to show 1 instead of 2.

Click "File"/"Save".

—ii x|

File Edit Format Miew Help

[[boot loader] =]
timeout=340

default=multi{B8)disk{B)rdisk{B)partition{1)\WIHDOWS

[operating systems]
multi{B)disk{B)rdisk{B)partition{1)\WIHDOWS="Windows Seruver

2003, Enterprise” ffastdetect sHoExecute=0ptOut

arONE

Fig. 34 - Boot.ini in Notepad.
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